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Summary. In this article, we propose a new high-speed processing method for en-
coding and decoding the RSA cryptogram that is a kind of public-key cryptogram. This cryp-
togram is not only used for encrypting data, but also for such purposes as authentication.
However, the encoding and decoding processes take a long time because they require a great
deal of calculations. As a result, this cryptogram is not suited for practical use. Until now, we
proposed a high-speed algorithm of addition using radisigned-digit numbers and clarified
correctness of it ([6]). In this article, we defined two new operations for a high-speed cod-
ing and encoding processes on public-key cryptograms based on Kasigr@d-digit (SD)
numbers. One is calculation ¢di« b) modc (a, b, c are natural numbers). Another one is cal-
culation of(ab) modc (a,b,c are natural numbers). Their calculations are realized repetition
of addition. We propose a high-speed algorithm of their calculations using proposed addition
algorithm and clarify the correctness of them. In the first section, we prepared some useful
theorems for natural numbers and integers and so on. In the second section, we proved some
properties of addition operation using a radixSD numbers. In the third section, we defined
some functions on the relation between a finite sequence of k-SD and a finite sequence of
N and proved some properties about them. In the fourth section, algorithm of calculation of
(axb) modc based on radix!2SD numbers is proposed and its correctness is clarified. In the
last section, algorithm of calculation (ﬂb) modc based on radix{2SD numbers is proposed
and we clarified its correctness.

MML Identifier: RADIX_2.

WWW: http://mizar.org/JFM/Voll2/radix_2.html

The articles[[10],[[14],[14],17],.[12],T4],[14],.18],118],191,15],[[2],[[8], and_[6] provide the notation
and terminology for this paper.

1. SOME USEFUL THEOREMS

In this papetk denotes a natural number.
One can prove the following propositions:

(1) For every natural numberholdsamod 1= 0.

(2) Leta, bbe integers and be a natural number. H > 0, then((amodn) + (bmodn)) mod
n= (a+ (bmodn)) modn and((amodn) + (bmodn)) modn = ((amodn) + b) modn.

(3) For all integersa, b and for every natural numbersuch thatn > 0 holdsa-bmodn =
a- (bmodn) modn anda- bmodn = (amodn) - bmodn.

(4) For all natural numbera, b, i such that 1< i and 0< b holds (amodb') + b1 = (a+
bi~'1) modb.

(5) For all natural numberis n such thai € Segn holdsi +1 € Segn+1).
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2. PROPERTIES OFADDITION OPERATION USING RADIX -2X SIGNED-DIGIT NUMBERS
We now state several propositions:

(6) For every natural numbérholds Radix > 0.
(7) Forevery 1-tuplex of k—SD holds SDDeg = DigA(x,1).
(8) For every integex holds SDAdd_Data x, k) + SD_Add_Carryx- Radixk = x.

(9) Letnbe a natural numbex,be an+ 1-tuple ofk—SD, andx; be an-tuple ofk—SD. Sup-
pose that for every natural numbesuch that € Segn holdsx(i) = x4 (i). Theny DigitSDx=
Y ((DigitSDxq) ™ (SubDigit(x,n+ 1,k))).

(10) Letn be a natural numbex be an+ 1-tuple ofk—SD, andx; be an-tuple of k—SD.
Suppose that for every natural numhbiesuch thati € Segn holds x(i) = x1(i). Then
SDDecx; + (Radixk)" - DigA(x,n+ 1) = SDDecx.

(11) Letn be a natural number. Suppose> 1. Let x, y ben-tuples ofk—SD. If k > 2, then
SDDecX +'y+ SD_Add_Carry DigA(x,n) + DigA(y, n) - (Radixk)" = SDDecx+ SDDegy.

3. DEFINITIONS ON THERELATION BETWEEN A FINITE SEQUENCE OFk-SD AND A FINITE
SEQUENCE OFN AND SOME PROPERTIES ABOUT THEM

Leti, k, n be natural numbers and bebe an-tuple ofN. The functor SubDigitex, i, k) yielding an
element ofN is defined by:

(Def. 1) SubDigit2x,i,k) = (Radixk)'~'1-x(i).

Let n, k be natural numbers and Ietbe an-tuple of N. The functor DigitSD2x,k) yields a
n-tuple of N and is defined by:

(Def. 2) For every natural numbesuch that € Segn holds(DigitSD2(x, k) ); = SubDigit2x,i,k).

Let n, k be natural numbers and Igtbe an-tuple of N. The functor SDDecg, k) yields a
natural number and is defined as follows:

(Def. 3) SDDec2x k) =y DigitSD2(x, k).

Leti, k, x be natural numbers. The functor DigitDG&i, k) yielding a natural number is defined
as follows:

(Def. 4) DigitDCAx,i,k) = (xmod(Radixk)') < (Radixk) ~'2.

Letk, n, x be natural numbers. The functor DecSR, k) yielding an-tuple ofN is defined as
follows:

(Def.5) For every natural number such thati € Segn holds (DecSDZx,n,k))(i) =
DigitDC2(x,1,K).

Next we state four propositions:

(12) For all natural numberns, k and for everyn-tuple x of N and for everyn-tupley of k—SD
such tha = y holds DigitSD2Zx, k) = DigitSDy.

(13) For all natural numberns, k and for everyn-tuple x of N and for everyn-tupley of k—SD
such tha =y holds SDDec, k) = SDDegy.

(14) For all natural numbers n, k holds DecSD2x, n, k) = DecSOx, n, k).

(15) Letnbe a natural number. Suppase 1. Let m, k be natural numbers. this represented
by n, k, thenm = SDDecZDecSDZm, n,k), k).
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4. A HIGH-SPEEDALGORITHM OF CALCULATION OF (axb) MOD b BASED ON RADIX -2
SIGNED-DIGIT NUMBERS AND ITS CORRECTNESS

Let g be an integer, let, j, k, n be natural numbers, and lebe an-tuple ofk—SD. The functor
TableXq,c, f, j) yielding an integer is defined as follows:

(Def. 6) Tablelq,c, f,])=q-DigA(c, j) modf.

Letgbe an integer, lat, f, nbe natural numbers, and kebe an-tuple ofk—SD. Let us assume
thatn > 1. The functor Mulmod(q,c, f,Kk) yields an-tuple of Z and is defined by the conditions
(Def. 7).

(Def. 7)()) (Mul_mod(q,c, f,k))(1) = TableXq,c, f,n), and

(i) for every natural numbersuch that I< i andi < n— 1 there exist integets, |» such that
I3 = (Mul_mod(q,c, f,k))(i) andl, = (Mul_mod(g,c, f,k))(i +1) andl, = (Radixk- 1 +
TableXq,c, f,n—"i)) modf.

Next we state the proposition

(16) Letn be a natural number. Suppose> 1. Let g be an integer and;, f, k be natural
numbers. Supposk is represented by, k and f > 0. Let ¢ be an-tuple of k—SD. If
c = DecSOi1,n, k), then(Mul_mod(g,c, f,k))(n) = g- i1 modf.

5. A HIGH-SPEEDALGORITHM OF CALCULATION OF (@) MOD b BASED ON A RADIX -2
SIGNED-DIGIT NUMBERS AND ITS CORRECTNESS

Letn, f, j, mbe natural numbers and lebe an-tuple ofN. The functor Table@n,e, f, j) yields a
natural number and is defined by:

(Def.8) TableZm,e, f,j) = mfi modf.

Letk, f, m, n be natural numbers and letbe an-tuple ofN. Let us assume that> 1. The
functor Powmodm, e, f, k) yielding an-tuple ofN is defined by the conditions (Def. 9).
(Def. 9)(i) (Powmodm,e, f ,k))(1) = TableZm,e, f,n), and

(i)  for every natural numbei such that 1< i andi < n—1 there exist natural num-
bersiy, i3 such thai; = (Powmodm,e, f,k))(i) andiz = (Powmodm,e, f,k))(i + 1) and
i3 = (2R modf) - TableZm, e, f,n—"i) modf.

One can prove the following proposition

(17) Letn be a natural number. Suppose> 1. Let m, k, f, i be natural numbers. Suppose
iq is represented by, k and f > 0. Let e be an-tuple of N. If e = DecSDZi4,n,k), then
(Pow.mod(m, e, f,k))(n) = m'4 modf.
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