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Summary. In this article, we have proved the correctness of the Public-Key Cryp-
tography and the Pepin’s Test for the Primality of Fermat Numbers (F(n) = 22n

+ 1). It is
a very important result in the IDEA Cryptography that F(4) is a prime number. At first, we
prepared some useful theorems. Then, we proved the correctness of the Public-Key Cryptog-
raphy. Next, we defined the Order’s function and proved some properties. This function is
very important in the proof of the Pepin’s Test. Next, we proved some theorems about the
Fermat Number. And finally, we proved the Pepin’s Test using some properties of the Order’s
Function. And using the obtained result we have proved that F(1), F(2), F(3) and F(4) are
prime number.

MML Identifier: PEPIN.

WWW: http://mizar.org/JFM/Vol10/pepin.html

The articles [10], [14], [11], [13], [6], [2], [1], [8], [7], [9], [12], [4], [5], and [3] provide the notation
and terminology for this paper.

1. SOME USEFUL THEOREMS

We adopt the following convention:d, i, j, k, m, n, p, q, k1, k2 denote natural numbers anda, b, c,
i1, i2, i3, i5 denote integers.

We now state four propositions:

(1) For everyi holdsi andi +1 are relative prime.

(2) For everyp such thatp is prime holdsm andp are relative prime or gcd(m, p) = p.

(3) If k | n·m andn andk are relative prime, thenk |m.

(4) If n |m andk |m andn andk are relative prime, thenn·k |m.

Let n be a natural number. Thenn2 is a natural number.
The following propositions are true:

(5) If c > 1, then 1 modc = 1.

(6) For everyi such thati 6= 0 holdsi | n iff nmodi = 0.
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(7) If m 6= 0 andm | nmodm, thenm | n.

(8) If 0 < n andmmodn = k, thenn |m−k.

(9) If i · p 6= 0 andp is prime andkmodi · p < p, thenkmodi · p = kmodp.

(10) (a· p+1)modp = 1 modp.

(11) If 1 < m andn·kmodm= kmodm andk andmare relative prime, thennmodm= 1.

(12) pk modm= (pmodm)k modm.

(13) If i 6= 0, theni2 mod(i +1) = 1.

(14) If k2 < j andi mod j = k, theni2 mod j = k2.

(15) If p is prime andi modp =−1, theni2 modp = 1.

(16) If n is even, thenn+1 is odd.

(17) If p > 2 andp is prime, thenp is odd.

(18) If n > 0, then 2n is even.

(19) If i is odd andj is odd, theni · j is odd.

(20) For everyk such thati is odd holdsik is odd.

(21) If k > 0 andi is even, thenik is even.

(22) 2| n iff n is even.

(23) If m·n is even, thenm is even orn is even.

(24) n2 = n2.

(26)1 If m> 1 andn > 0, thenmn > 1.

(27) If n 6= 0 andp 6= 0, thennp = n·np−′1.

(28) For alln, msuch thatmmod 2= 0 holds(nm÷2)2 = nm.

(29) If n 6= 0 and 1≤ k, thennk÷n = nk−′1.

(30) 2n+1 = 2n +2n.

(31) If k > 1 andkn = km, thenn = m.

(32) m≤ n iff 2m | 2n.

(33) If p is prime andi | pn, theni = 1 or there exists a natural numberk such thati = p·k.

(34) For everyn such thatn 6= 0 andp is prime andn < pk+1 holdsn | pk+1 iff n | pk.

(35) For everyk such thatp is prime andd | pk andd 6= 0 there exists a natural numbert such
thatd = pt andt ≤ k.

(36) If p > 1 andi modp = 1, thenin modp = 1.

(37) If m> 0, thennmmodn = 0.

(38) If p is prime andn andp are relative prime, thennp−′1 modp = 1.

(39) If p is prime andd > 1 andd | pk andd - pk÷ p, thend = pk.

1 The proposition (25) has been removed.
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Let a be an integer. Thena2 is a natural number.
Next we state several propositions:

(40) For everyn such thatn > 1 holdsmmodn = 1 iff m≡ 1(modn).

(41) If a≡ b(modc), thena2 ≡ b2(modc).

(43)2 If i1 ≡ i2(modi5) andi1 ≡ i3(modi5), theni2 ≡ i3(modi5).

(44) 3 is prime.

(45) If n 6= 0, then Eulern 6= 0.

(46) If n 6= 0, then−n < n.

(48)3 If n 6= 0, thenn÷n = 1.

2. PUBLIC-KEY CRYPTOGRAPHY

Let us considerk, m, n. The functor Crypto(m,n,k) yields a natural number and is defined by:

(Def. 1) Crypto(m,n,k) = mk modn.

Next we state the proposition

(49) Supposep is prime andq is prime andp 6= q and n = p · q and k1 and Eulern are
relative prime andk1 · k2 mod Eulern = 1. Let m be a natural number. Ifm < n, then
Crypto(Crypto(m,n,k1),n,k2) = m.

3. ORDER’ S FUNCTION

Let us consideri, p. Let us assume thatp > 1 andi andp are relative prime. The functor order(i, p)
yields a natural number and is defined as follows:

(Def. 2) order(i, p) > 0 andiorder(i,p) modp = 1 and for everyk such thatk > 0 andik modp = 1
holds 0< order(i, p) and order(i, p)≤ k.

The following propositions are true:

(50) If p > 1, then order(1, p) = 1.

(52)4 If p > 1 andn > 0 andin modp = 1 andi andp are relative prime, then order(i, p) | n.

(53) If p > 1 andi andp are relative prime and order(i, p) | n, thenin modp = 1.

(54) If p is prime andi andp are relative prime, then order(i, p) | p−′ 1.

4. FERMAT NUMBER

Let n be a natural number. The functor Fermatn yielding a natural number is defined by:

(Def. 3) Fermatn = 22n
+1.

We now state several propositions:

(55) Fermat0= 3.

(56) Fermat1= 5.

2 The proposition (42) has been removed.
3 The proposition (47) has been removed.
4 The proposition (51) has been removed.



PUBLIC-KEY CRYPTOGRAPHY AND PEPIN’ S TEST. . . 4

(57) Fermat2= 17.

(58) Fermat3= 257.

(59) Fermat4= 256·256+1.

(60) Fermatn > 2.

(61) If p is prime andp > 2 andp | Fermatn, then there exists a natural numberk such that
p = k ·2n+1 +1.

(62) If n 6= 0, then 3 and Fermatn are relative prime.

5. PEPIN’ S TEST

Next we state several propositions:

(63) If 3(Fermatn−′1)÷2 ≡−1(modFermatn), then Fermatn is prime.

(64) 5 is prime.

(65) 17 is prime.

(66) 257 is prime.

(67) 256·256+1 is prime.
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