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Summary. In this article, an algebraic group on fixed-length bit integer is constructed
and its adaptation to IDEA cryptography is discussed. In the first section, we present some
selected theorems on integers. In the continuous section, we construct an algebraic group on
fixed-length integer. In the third section, operations of IDEA Cryptograms are defined and
some theorems on these operations are proved. In the fourth section, we define sequences of
IDEA Cryptogram’s operations and discuss their nature. Finally, we make a model of IDEA
Cryptogram and prove that the ciphertext that is encrypted by IDEA encryption algorithm can
be decrypted by the IDEA decryption algorithm.

MML Identifier: IDEA_1.
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The articles[[177],[[21],[18],[[10],[12]/11],[23]/122] [[5]/ [10] L[13] 1 7]L16]/12], 4], [16] 18], 3],
@], [2Q], [15], [14], and [11] provide the notation and terminology for this paper.

1. SOME SELECTED THEOREMS ONINTEGERS

We adopt the following ruleq; j, k, nare natural numbers amxgy, z aren-tuples ofBoolean
The following propositions are true:

(1) Foralli, j, ksuch thaf is prime and < j andk < j andi # 0 there exists a natural number
asuch that-imodj =kanda< j.

(2) For all natural numbens, ki, ky such thah £ 0 andk; modn = k; modn andk; < k, there
exists a natural numbeéisuch thak, —k; = n-t.

(3) For all natural numbers, b holdsa—b < a.
(4) For all natural numbeis, by, ¢ such thab, < c holdsh, —b; <c.

(5) For all natural numbems, b, c such that 6< aand 0< b anda < candb < candcis prime
holdsa-bmodc # 0.

(6) For every non empty natural numbeholds 2' £ 1.

2. Basic OPERATORS OHDEA CRYPTOGRAMS

Let us considen. The functor ZER@® yielding an-tuple ofBooleanis defined by:

(Def. 1) ZEROnh = n+ false
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Let us considen and letx, y be n-tuples ofBoolean The functorx®y yielding an-tuple of
Booleanis defined as follows:

(Def. 2) For eveny such that € Segn holds(x®y); = X ®V;.
One can prove the following propositions:
(7) Foralln, x holdsx@ x = ZERON.
(8) Foralln, x, yholdsxdy=y®x.

Let us considen and letx, y be n-tuples ofBoolean Let us notice that the functordy is
commutative.
One can prove the following propositions:

(9) Foralln, xholds ZEROW@ x = x.
(10) Foralln, x,y, zholds(x®y) ®z=x® (YD 2).
Let us considen and leti be a natural number. We say thas$ expressible by if and only if:
(Def. 3) i<2"
One can prove the following proposition
(11) For everyn holdsn-BinarySequend®) = ZEROn.

Let us considen and leti, j be natural numbers. The functor ADRIOD(i, j,n) yielding a
natural number is defined by:

(Def. 4) ADD_MOD(i, j,n) = (i+ j)mod 2.

Let us considen and leti be a natural number. Let us assume fhatexpressible by. The
functor NEGN(i,n) yielding a natural number is defined as follows:

(Def.5) NEGN(i,n)=2"—i.

Let us considen and leti be a natural number. The functor NB@OD(i, n) yields a natural
number and is defined as follows:

(Def. 6) NEGMOD(i,n) = NEG_N(i,n)mod 2".
Next we state several propositions:
(12) Ifiis expressible by, then ADDMOD(i, NEG.MOD(i,n),n) = 0.
(13) ADD_MOD(i, j,n) = ADD_MOD(j,i,n).
(14) Ifiis expressible by, then ADDMOD(0,i,n) =i.
(15) ADD_MOD(ADD_MOD(i, j,n),k,n) = ADD_MOD(i,ADD_MOD(j,k,n),n).
(16) ADD_MOD(i, j,n) is expressible by.
(17) NEGMOD(i,n) is expressible by.

Let n, i be natural numbers. The functor Change¥ln) yields a natural number and is
defined as follows:
. 2" ifi=0,
(Def. 7) ChangeVall(i,n) = { i, otherwise.

Next we state two propositions:

(18) Ifiis expressible by, then ChangeVal(i,n) < 2" and ChangeVal(i,n) > 0.
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(19) Letn, a1, ap be natural numbers. Suppogeis expressible by anda; is expressible by
and ChangeVal(a;,n) = ChangeVall(ay,n). Thena; = ap.

Let us considen and leti be a natural number. The functor Change®él n) yields a natural
number and is defined by:

0, ifi=2",

(Def. 8) changeVaIZ(i,n)Z{ i, otherwise

The following two propositions are true:

(20) Ifiis expressible by, then ChangeVal(i, n) is expressible by.

(21) For all natural numbens, a;, a; such thata; # 0 anday # 0 and ChangeVa2(a;,n) =
ChangeVal2(ay,n) holdsa; = a.

Let us considen and leti, j be natural numbers. The functor MUMOD(i, j,n) yields a natural
number and is defined by:

(Def.9) MUL_MOD(i, j,n) = ChangeVal2(ChangeVall(i,n)-ChangeVall(j,n)mod(2"+1),n).

Let n be a non empty natural number and ildie a natural number. Let us assume thist
expressible bynh and 2' + 1 is prime. The functor INMMOD(i,n) yielding a natural number is
defined as follows:

(Def. 10) MUL-MOD(i,INV _MOD(i,n),n) = 1 and INV.MOD(i, n) is expressible by.
We now state several propositions:
(22) MUL_MOD(i, j,n) = MUL _MOD(j,i,n).
(23) Ifiis expressible by, then MULMOD(1,i,n) =1.

(24) Suppose 2+ 1 is prime andi is expressible byn and j is expressible
by n and k is expressible byn. Then MULMOD(MUL_MOD(i, j,n),k,n) =
MUL _MOD(i,MUL _MOD( j, k,n),n).

(25) MUL_MOD(i, j,n) is expressible by.
(26) If ChangeVal2(i,n) =1, theni = 1.

3. OPERATIONS OFIDEA CRYPTOGRAMS

Let us considen and letm, k be finite sequences of element$bfThe functor IDEAoperationAm, k, n)
yields a finite sequence of elementdénd is defined by the conditions (Def. 11).

(Def. 11)()) lenIDEAoperationfm, k,n) = lenm, and

(i) forevery natural numbersuch that € dommholds ifi = 1, then(IDEAoperationAm,k,n)) (i) =
MUL _-MOD(m(1),k(1),n) and ifi = 2, then(IDEAoperationAm,k,n))(i) = ADD_MOD(m(2),k(2),n)
and ifi = 3, then (IDEAoperationAm,k,n))(i) = ADD_MOD(m(3),k(3),n) and ifi = 4,
then (IDEAoperationAm,k, n)) (i) = MUL _MOD(m(4),k(4),n) and ifi # 1 andi # 2 and
i # 3 andi # 4, then(IDEAoperationAm,k,n))(i) = m(i).

In the sequein, k, ki, ko denote finite sequences of elementHNof

Let n be a non empty natural number and tetk be finite sequences of elementshof The
functor IDEAoperationBm, k, n) yields a finite sequence of elementsMfand is defined by the
conditions (Def. 12).



ALGEBRAIC GROUP ON FIXEG-LENGTH BIT INTEGER. .. 4

(Def. 12)(i) lenIDEAoperationBm,k,n) =lenm, and

(i) forevery natural numbersuch that € dommholds ifi = 1, then(IDEAoperationBm,k, n))(i) =
Absval (n-BinarySequenden(1))) & (n-BinarySequenddUL _MOD(ADD _MOD(MUL _MOD(Absval(n-BinaryS
(n-BinarySequenden(3)))), k(5),n), Absval (n-BinarySequenden(2))) & (n-BinarySequenden(4)))), n), k(6),n)))
and if i = 2, then (IDEAoperationBm,k,n))(i) = Absval(n-BinarySequenden(2))) ®
(n-BinarySequendgADD_MOD(MUL _MOD(Absval(n-BinarySequenden(1))) & (n-BinarySequenden(3)))), k(5
(n-BinarySequenden(3)))), k(5),n), Absval (n-BinarySequenden(2))) & (n-BinarySequenden(4)))),n),k(6),n),r
and if i = 3, then (IDEAoperationBm,k,n))(i) = Absval(n-BinarySequengen(3))) &
(n-BinarySequenadUL _MOD(ADD_MOD(MUL _MOD(Absval((n-BinarySequenden(1))) &
(n-BinarySequenden(3)))),k(5),n), Absval (n-BinarySequenden(2))) & (n-BinarySequenden(4)))), n),k(6),n)))
and if i = 4, then (IDEAoperationBm,k,n))(i) = Absval(n-BinarySequenden(4))) ®
(n-BinarySequendgADD_MOD(MUL _MOD(Absval((n-BinarySequenden(1))) & (n-BinarySequenden(3)))), k(5
(n-BinarySequenden(3)))), k(5),n), Absval (n-BinarySequenden(2))) & (n-BinarySequenden(4)))),n),k(6), n),r
and ifi # 1 andi # 2 andi # 3 andi # 4, then(IDEAoperationBm,k,n))(i) = m(i).

—~ N A~~~

Let m be a finite sequence of elementshof The functor IDEAoperation® yielding a finite
sequence of elements Nfis defined by:

(Def. 13)

lenIDEAoperation@ = lenm and for every natural numbérsuch that € domm holds

(IDEAoperation@n)(i) = (i=2 — m(3), (i =3 — m(2),m(i))).

One can prove the following propositions:
(27) Suppose lem> 4. Then
() (IDEAoperationAm,k,n))(1) is expressible by,
(i)  (IDEAoperationAm, k,n))(2) is expressible by,
(i)  (IDEAoperationAm,k,n))(3) is expressible by, and
(iv) (IDEAoperationAm,k,n))(4) is expressible by.
(28) Letnbe a non empty natural number. Supposearien4. Then
() (IDEAoperationBm, k,n))(1) is expressible by,
(i) (IDEAoperationBm,k,n))(2) is expressible by,
(i)  (IDEAoperationBm,k, n))(3) is expressible by, and
(iv) (IDEAoperationBm, Kk, n))(4) is expressible by.
(29) Suppose that
(i) lenm>4,
(i)  m(1) is expressible by,
(i)  m(2) is expressible by,
(iv) m(3) is expressible by, and
(v) m(4) is expressible by.
Then
(vi) (IDEAoperationGn)(1) is expressible by,
(vii) (IDEAoperationGn)(2) is expressible by,
(vii)  (IDEAoperationGn)(3) is expressible by, and
(ix) (IDEAoperation@n)(4) is expressible by.
(30) Let n be a non empty natural number and givem ki, k..  Suppose that
2"+ 1 is prime and lem > 4 and m(1) is expressible byn and m(2) is ex-

pressible byn and m(3) is expressible byn and m(4) is expressible byn and
ki(1) is expressible byn and ki(2) is expressible byn and ki(3) is expressible

by n and ki(4) is expressible byn and k(1) = INV_MOD(ki(1),n) and kx(2) =
NEG.MOD(k;(2),n) andky(3) = NEG.MOD(k;(3),n) andkz(4) = INV_MOD(ky(4),n).
Then IDEAoperationAIDEAoperationAm, kg, n), ko, n) = m.
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(31) Let n be a non empty natural number and givem ki, ko. Suppose that
2"+ 1 is prime and lem > 4 and m(1) is expressible byn and m(2) is ex-
pressible byn and m(3) is expressible byn and m(4) is expressible byn and
ki(1) is expressible byn and ki(2) is expressible byn and ki(3) is expressible
by n and ki(4) is expressible byn and kx(1) = INV_MOD(k;i(1),n) and kx(2) =
NEG_MOD(k1(3),n) andkz(3) = NEG.MOD(k;(2),n) andkz(4) = INV_MOD(ky(4),n).
Then IDEAoperationAIDEAoperationC IDEAoperationADEAoperationGn, ks, n), kp,n) =
m.

(32) Letnbe a non empty natural number and giverk;, ko. Suppose that™+ 1 is prime and
lenm> 4 andm(1) is expressible by andm(2) is expressible by andm(3) is expressible by
nandm(4) is expressible by andk; (5) is expressible by andk; (6) is expressible by and
ko(5) = ki(5) andky(6) = k1(6). Then IDEAoperationBDEAoperationBm, ki, n), kp,n) =
m.

(33) For everynsuch that lem > 4 holds IDEAoperationC IDEAoperation@= m.

4. SEQUENCES OFDEA CRYPTOGRAM S OPERATIONS

The set MESSAGES is defined as follows:
(Def. 14) MESSAGES- N*.

Let us note that MESSAGES is non empty.

Let us observe that every element of MESSAGES is function-like and relation-like.

Let us mention that every element of MESSAGES is finite sequence-like.

Let n be a non empty natural number and let us condidéthe functor IDEAP(k, n) yields a
function from MESSAGES into MESSAGES and is defined as follows:

(Def. 15) Foreverynholds(IDEA_P(k,n))(m) = IDEAoperationXIDEAoperationC IDEAoperation8n,k, n), k, n).

Let n be a non empty natural number and let us condiddihe functor IDEAQ(k, n) yields a
function from MESSAGES into MESSAGES and is defined as follows:

(Def. 16) For everynholds(IDEA_Q(k,n))(m) = IDEAoperationBIDEAoperationAIDEAoperationGn, k, n), k, n).

Letr, |1 be natural numbers, letbe a non empty natural number, andHgtbe a matrix ovelN
of dimensionl; x 6. The functor IDEAP_F(K1,n,r) yields a finite sequence and is defined by:

(Def. 17) lenIDEAP_F(Ky,n,r) =r and for everyi such thati € domIDEA P_F(Ky,n,r) holds
(IDEA_P_F(K1,n,r))(i) = IDEA_P(Line(Kq,i),n).

Letr, |1 be natural numbers, letbe a non empty natural number, andigtbe a matrix ovelN
of dimensiorl; x 6. Observe that IDEAP_F(K31,n,r) is function yielding.

Letr, I1 be natural numbers, letbe a non empty natural number, andietbe a matrix ovelN
of dimensiorl; x 6. The functor IDEAQ_F(K1,n,r) yields a finite sequence and is defined by:

(Def. 18) lenIDEAQ_F(K1,n,r) =r and for everyi such thati € domIDEA Q_F(Ky,n,r) holds
(IDEA_Q_F(Ky,n,r))(i) = IDEA_Q(Line(Ky, (r —"i)+1),n).

Letr, |1 be natural numbers, letbe a non empty natural number, andigtbe a matrix ovelN
of dimensionl; x 6. One can check that IDE®_F(Ki,n,r) is function yielding.

Let us considek, n. The functor IDEAPSk,n) yields a function from MESSAGES into
MESSAGES and is defined as follows:

(Def. 19) For everynholds(IDEA_PSk, n))(m) = IDEAoperationAm,k, n).

Let us considek, n. The functor IDEAQS(k,n) yields a function from MESSAGES into
MESSAGES and is defined by:

(Def. 20) For everynholds(IDEA_QS(k,n))(m) = IDEAoperationAm,k, n).
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Let n be a non empty natural number and let us condid@he functor IDEAPEK, n) yields a
function from MESSAGES into MESSAGES and is defined by:

(Def. 21) Foreverynholds(IDEA_PE(k,n))(m) = IDEAoperationXIDEAoperationBm, k,n), Kk, n).

Letn be a non empty natural number and let us condid&he functor IDEAQE(k, n) yields a
function from MESSAGES into MESSAGES and is defined by:

(Def. 22) Foreverynholds(IDEA_QE(k,n))(m) = IDEAoperationBIDEAoperationAm,k,n),k, n).

One can prove the following propositions:

(34) Letnbe a non empty natural number and giverk, ko. Suppose that2+ 1 is prime and
lenm > 4 andm(1) is expressible by andm(2) is expressible by andm(3) is expressible
by nandm(4) is expressible by andk; (1) is expressible by andk; (2) is expressible by
andki (3) is expressible by andk; (4) is expressible by andk; (5) is expressible by and
ki(6) is expressible by andky(1) = INV_MOD(kq(1),n) andkz(2) = NEG_.MOD (ky(3),n)
andky(3) = NEG.MOD(k1(2),n) andkz(4) = INV_MOD(k1(4),n) andkz(5) = ki(5) and
ko(6) = k1(6). Then(IDEA_Q(kp,n) - IDEA_P(ky,n))(m) =m.

(35) Letn be a non empty natural number and givenks, k,. Suppose that™+ 1 is prime
and lerm > 4 andm(1) is expressible by and m(2) is expressible by andm(3) is ex-
pressible byn andm(4) is expressible byr andk; (1) is expressible by andk;(2) is ex-
pressible byn and ki(3) is expressible byn and ki(4) is expressible byn and kx(1) =
INV_MOD(ky(1),n) and k2(2) = NEG.MOD (k1(2),n) and kz(3) = NEG_MOD(k;(3),n)
andkz(4) = INV_MOD(ki(4),n). Then(IDEA_QS(kz,n) - IDEA_PSky,n))(m) = m.

(36) Letnbe a non empty natural number and giverk, ko. Suppose that2+ 1 is prime and
lenm > 4 andm(1) is expressible by andm(2) is expressible by andm(3) is expressible
by n andm(4) is expressible by andk; (1) is expressible by andk; (2) is expressible by
andki (3) is expressible by andk; (4) is expressible by andk; (5) is expressible by and
ki(6) is expressible by andky(1) = INV_MOD(ky(1),n) andkz(2) = NEG_.MOD (ki(2),n)
andky(3) = NEG.MOD(k;(3),n) andkz(4) = INV_MOD(k1(4),n) andkz(5) = ki(5) and
ko(6) = ki1(6). Then(IDEA_QE(ky,n) - IDEA _PEKk;z,n))(m) =m.

(37) Letn be a non empty natural numbdg, be a natural numbet{; be a matrix over
N of dimensionl; x 6, andk be a natural number. Then IDERF(Kj,n,k+ 1) =
(IDEA_P_F(K1,n,k)) ~ (IDEA_P(Line(K1,k+ 1),n)).

(88) Letn be a non empty natural numbdg, be a natural numbet; be a matrix over
N of dimensionl; x 6, andk be a natural number. Then IDE®_F(Ki,n,k+ 1) =
(IDEA_Q(Line(Ky,k+1),n)) ~ IDEA_Q_F(Ky,n,kK).

(39) Letn be a non empty natural numbéy,be a natural numbek; be a matrix ovelN of
dimensiorl; x 6, andk be a natural number. Then IDER F(K1,n,K) is a composable finite
sequence.

(40) Letn be a non empty natural number,be a natural numbek; be a matrix ovelN of
dimensiorl; x 6, andk be a natural number. Then IDE®_F(K1,n, k) is a composable finite
sequence.

(41) Letn be a non empty natural numbéi, be a natural numbek; be a matrix ovelN
of dimensionl; x 6, andk be a natural number. K # 0, then IDEAP_F(Ky,n,k) is a
composable sequence from MESSAGES into MESSAGES.

(42) Letn be a non empty natural numbey, be a natural numbekK; be a matrix ovelN
of dimensionl; x 6, andk be a natural number. K = 0, then IDEAQ_F(Ky,n,k) is a
composable sequence from MESSAGES into MESSAGES.
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(43) Letn be a non empty natural numbdf, be a finite sequence of elementshgfand given
m, k. SupposéVl = (IDEA_P(k,n))(m) and lerm > 4. Then

@) lenM >4,

(i)  M(1) is expressible by,
@iy M2
(iv) M(3)is expressible by, and
(v) M(4) is expressible by.
(44) Letnbe a non empty natural numbér,be a natural numbek; be a matrix ovelN of di-

mensiorl; x 6, andr be a natural number. Then rngcompgsgsacedDEA_P-F(K1,n,r) C
MESSAGES and dom compqggessaced DEA_P-F(K1,n,r) = MESSAGES

is expressible by,

(45) Letnbe a non empty natural numbér,be a natural numbek; be a matrix ovelN of di-
mensiorl; x 6, andr be a natural number. Then rngcomp@sesaces DEA-Q_F(K1,n,r) C
MESSAGES and dom compqgessaces DEA-Q_F(K1,n,r) = MESSAGES

(46) Letn be a non empty natural numben be a finite sequence of elementsNfl; be a
natural numberK; be a matrix ovelN of dimension; x 6,r be a natural number, arM be
a finite sequence of elements®f If M = (composgessaced DEA-P-F(Kq,n,r))(m) and
lenm> 4, then lerM > 4.

(47) Letn be a non empty natural numbér,be a natural numbeK; be a matrix ovelN of
dimensionl; x 6, r be a natural numbel/ be a finite sequence of elementsNgfand given
m. Suppose that

() M= (composgessaces DEA-P-F(Ky,n,r))(m),
(i) lenm>4,
(i)  m(1) is expressible by,
(iv) m(2) is expressible by,
(v) m(3) is expressible by, and
(vi)  m(4) is expressible by.
Then
(vii) lenM >4,
(viii)  M(2) is expressible by,
(ix) M(2) is expressible by,
(x) M(3)is expressible by, and
(xi)  M(4) is expressible by.

5. MODELING OFIDEA CRYPTOGRAM
We now state two propositions:

(48) Letn be a non empty natural numbés,be a natural numbekj, K3z be matrices oveN
of dimensionl; x 6, r be a natural number, and givem Suppose tha, >r and 2+ 1
is prime and lem > 4 andm(1) is expressible by andm(2) is expressible by andm(3)
is expressible byr andm(4) is expressible by and for every natural numbeérsuch that
i <r holdsKzo (i,1) is expressible byr andK o (i,2) is expressible by and Ko (i,3)
is expressible by andK; o (i,4) is expressible byr andK; o (i,5) is expressible by and
K20 (i,6) is expressible by andK3 o (i,1) is expressible by andKs o (i, 2) is expressible
by n andK3o (i,3) is expressible byr andKz o (i,4) is expressible by andK3 o (i,5) is
expressible byr andKsz o (i, 6) is expressible by andKsz o (i,1) = INV_MOD(Kz o (i, 1),n)
andKz o (i,2) = NEGIMOD(K; o (i,3),n) and Kz o (i,3) = NEG.MOD(Kz o (i,2),n) and
Kzo (|,4) = |NV,MOD(K20 (i,4),n) andKj o (|,5) =Kszo (I,S) andKyo (I,G) =Kgzo (I,G)
Then(composgiessaced (IDEA_P_F(K2,n,r)) ~ IDEA_Q_F(Kz,n,r)))(m) =m.
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(49) Letnbe a non empty natural numbérbe a natural numbek;,, K3 be matrices oveN of

(1

(2]

(3]

(4]

(5]

6]

(7]
8l

[0

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

dimensionl; x 6, r be a natural numbekg, ks, ks, ks be finite sequences of elementsNaf
and giverm. Suppose thdg > r and 2'+1 is prime and lem > 4 andm(1) is expressible by
nandm(2) is expressible by andm(3) is expressible by andm(4) is expressible by and
for every natural numbersuch thai <r holdsKzo (i,1) is expressible by andK; o (i, 2)
is expressible by andKj o (i, 3) is expressible byr andKj o (i,4) is expressible by and
K20 (i,5) is expressible by andK; o (i, 6) is expressible by andK3 o (i, 1) is expressible
by n andK3o (i,2) is expressible byr andKsz o (i,3) is expressible by andKs o (i,4) is
expressible by andKz o (i,5) is expressible by andKsz o (i, 6) is expressible by andKsz o
(i,1) = INV_MOD(Kz o (i,1),n) andKzo (i,2) = NEG.MOD(K o (i,3),n) andKz o (i,3) =
NEG_MOD(Kzo (i,2),n) andKzo (i,4) = INV_MOD(Kzo (i,4),n) andKzo (i,5) = Kzo (i, 5)
andKso (i,6) = Kzo (i, 6) andks(1) is expressible by andks(2) is expressible by andks(3)
is expressible by andks(4) is expressible by andks(1) = INV _MOD(k3(1),n) andks(2) =
NEG_MOD(k3(2),n) and ks(3) = NEG.MOD(k3(3),n) and ks(4) = INV_MOD(k3(4),n)
and ks(1) is expressible byn and ks(2) is expressible byn and ks(3) is expressible
by n and ks(4) is expressible byn and ks(5) is expressible byn and ks(6) is express-
ible by n andks(1) = INV_MOD(ks(1),n) andks(2) = NEG.MOD(ks(2),n) andks(3) =
NEG_MOD(ks(3),n) and ks(4) = INV_MOD(ks(4),n) and ks(5) = ks(5) and ks(6) =
ks(6). Then (IDEA_QS(Ka,n) - (composgessaces DEA-Q_F(Ks,n,r) - (IDEA_QE(ks,n) -
(IDEA_PE(ks,n) - (composgessaces DEA-P_-F(K2,n,r) - IDEA_PSk3,n))))))(m) = m.
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